
 

 

 

 

 

 

ONLINE SAFETY 

For students and their families 
 

  



 

 

  
 

Young people sometimes share inappropriate or indecent images of themselves 

online on social media – commonly known as “sexting”, “cybersex” or “sending 

a nudie”.  They may have been coerced or tempted into sending these pictures 

or videos, perhaps to a friend’s mobile, on a web cam, or on social media.  

These images are often sent onto others and can end up being used to bully or 

blackmail the young person.  

 

Young people also use social media for abuse, cyberbullying and intimidation.   
 

 

BE AWARE:  

• Sending videos or pictures of yourself to people you don’t know is 

dangerous   

• Sometimes abusers will pretend to be your age.   

• Those wanting to take advantage of you will flirt with you; flatter you; 

make you feel really special   

• It can happen to you, to your friend. To boys and to girls.   

• Although it may be very common, it can be illegal.   
  

When things go wrong online, many young people are afraid, embarrassed or 

ashamed to tell someone.  

   

  

         Safety on Social Media?  
  



 

Minimum age: 13   

What can you set? Protect your tweets so that only approved followers filter.     
What is Twitter?  

Twitter, and 'tweeting', is about broadcasting daily short burst messages to the world, with the 

hope that your messages are useful and interesting to someone. In other words, 

microblogging.   

Twitter is a blend of instant messaging, blogging, and texting, but with brief content and a very 

broad audience. People send Twitter 'tweets' for all sorts of reasons: vanity, attention, self-

promotion of their web pages, boredom. The great majority of tweeters do this microblogging as a 

recreational thing, a chance to shout out to the world and revel in how many people choose to 

read your stuff.  

can see them, hide certain users tweets from your timeline, block people from contacting you and 
make use of the quality  

 
Minimum age: 13                                                    

What is Instagram? 

Instagram is an online mobile photo-sharing site that enables its users to take pictures and share 

them either publicly or privately on the app, as well as through a variety of other social networking 

platforms. When you post a photo or video on Instagram, it will be displayed on your profile. Other 

users who follow you will see your posts in their own feed. Likewise, you'll see posts from other 

users who you choose. Just like other social networks, you can interact with other users on 

Instagram by following them, being followed by them, commenting, liking, tagging and private 

messaging or follow.   

You can sign up via your existing Facebook account or by email. When you start following people 

and looking for people to follow you back, they'll want to know who you are and what you're all 

about.   

  

BE AWARE: It’s public!  

    

  

  

  

  

BE AWARE:   Whatever you  ‘ Tweet ’  -   it ’ s PUBLIC!   

  



 

   

 
   

Minimum age: 13   

What is Snapchat?  

Snapchat is a mobile app that allows you to send videos and pictures, both of which will self-

destruct after a few seconds of a person viewing them.  

Snapchat is also a messaging app. You can capture a photo or brief video with it, then add a 

caption or doodle or filter/lens over top, and send the finished creation (called a snap) to a friend. 

Alternatively, you can add your snap to your "story", a 24-hour collection of all your snaps that’s 

broadcasted to the world or just your friends, or followers.  

Your friends can view snaps for up to 10 seconds, and then the snaps disappear. You can also save 

your own snaps before sending them to friends or you story. You can reply to spans. You can use 

Snapchat to chat and video chat. On a screen you can have conversation with your friend.   

  

BE AWARE: A screenshot can be taken of your sent snap picture or chat and shared to public! Your 

videos also can be uploaded to a compute!   

   

 

   

   

 Minimum age: 13   

What can you set: watch, create, share videos, create channels, write comment, personalize and 
block.  
What is YouTube?  

YouTube is a free video sharing website that makes it easy to watch online videos. You can even 

create and upload your own videos to share with others.  

Once uploaded, other YouTube users can leave rate or leave comments about the video, as well as 

post a YouTube video response. Videos transferred to YouTube are converted to Adobe Flash files 

so all users can view the videos without having to worry about getting extra software or plug-ins.  

   

BE AWARE: YouTube can be risky due to advertising, inappropriate content, bullying or rude 

comments.   

 

    
    
    
    
    
    

http://www.computerhope.com/comp/adobe.htm
http://www.computerhope.com/comp/adobe.htm
http://www.computerhope.com/jargon/p/plugin.htm
http://www.computerhope.com/jargon/p/plugin.htm
http://www.computerhope.com/jargon/p/plugin.htm
http://www.computerhope.com/jargon/p/plugin.htm


 

 

 

 

Minimum age: 12+ 

What is TikTok? 

TikTok is a video-sharing social media app which lets users create, share, and view user created 

videos much in a similar manner to Facebook, Instagram and snapchat.  Its main draw is that users 

can record and upload bite-sized looping videos of themselves lip-syncing and dancing to popular 

music or soundbites, often for comedic effect, which can then be further enhanced with filters, 

emojis and stickers.  TikTok has been designed with the young user in mind and has a very 

addictive appeal.  At the beginning of 2019 it skyrocketed in popularity to become the most 

downloaded app.   

BE AWARE: that by default, any user can comment on your child’s video if their account is set to 

public. 

Minimum age: 13  

What can you set? Decide who sees your posts and Timelines, unfriend people and block.   

What is Facebook?  

Facebook is a social networking website and service where users can post comments, share 

photographs and links to news or other content on the Web, play games, chat live, and even 

stream live video. Shared content can be made publicly accessible, or it can be shared only among 

a select group of friends or family, or with a single person. Facebook allows you to maintain a 

friends list and choose privacy settings to tailor who can see content on your profile. Facebook 

allows you to upload photos and maintain photo albums that can be shared with your friends. 

Facebook supports interactive online chat and the ability to comment on your friend's profile 

pages, called "walls," in order to keep in touch.  

  

BE AWARE: Facebook is public and even if you post something and delete it, doesn't mean that 

someone didn't take a screenshot of it before you had the chance to   

 

    

  

  

  

 

https://www.lifewire.com/what-is-social-networking-3486513
https://www.lifewire.com/what-is-social-networking-3486513
https://www.lifewire.com/how-to-organize-facebook-friends-3486511
https://www.lifewire.com/how-to-organize-facebook-friends-3486511
https://www.lifewire.com/how-to-organize-facebook-friends-3486511
https://www.lifewire.com/facebook-photos-guide-2654351
https://www.lifewire.com/facebook-photos-guide-2654351


 

 

  

  



 

  

Protecting your 

Privacy on 

 social media  
     

  

 

 

    
 

 

 

 

 

 

 

How to set privacy settings 

 

  



 

 

 

 

 



 

 
 

  



 

 
  

 
 

  

Snapchat:  offers users the  

ability to send and receive  

messages, photos, or videos  

that disappear after few  

seconds.  Problem:  It is the #1  

app used for sexting. Many of  

the files uploaded to Snapchat  

end up on revenge porn site,  

called ‘snap porn’.    

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

    



 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

  



 

Additional Information for Parents and Carers 

 

NSPCC website https://www.nspcc.org.uk/keeping-children-safe/online-safety/ 

offers parents support with specific issues 

Also linked to the NSPCC site is this family agreement resource and ideas about how 

to create a family agreement with older children 

https://www.nspcc.org.uk/keeping-children-safe/online-safety/


 

Alternatively, Childnet International suggest the following 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Further advice and resources: 

www.childnet.com 

www.saferinternet.org.uk 

 

 

 

 

 

http://www.childnet.com/
http://www.saferinternet.org.uk/


 

Family time is a subscription service that can support parents to monitor and 

control their child’s access to social media https://familytime.io/get-started.html 

 

Remember you can get support from  

CEOP:  https://www.thinkuknow.co.uk/ 

Childline: https://www.childline.org.uk/ 

Northampton Local Authority: http://www.northamptonshirescb.org.uk/parents-

carers/esafety/ 

Or contact your child’s head of year at school.   

Telephone number:  01604 679540 

Email:  admin@nsg.northants.sch.uk 

https://familytime.io/get-started.html
https://www.childline.org.uk/
mailto:admin@nsg.northants.sch.uk

