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ONLINE SAFETY

For students and their families

Before You Post
TH I NK

-is it True?
H- is it Helpful?
| -is it Inspiring?
N-is it Necessary?
K-is it Kind?
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Young people sometimes share inappropriate or indecent images of themselves

”n u

online on social media — commonly known as “sexting”, “cybersex” or “sending
a nudie”. They may have been coerced or tempted into sending these pictures
or videos, perhaps to a friend’s mobile, on a web cam, or on social media.

These images are often sent onto others and can end up being used to bully or

blackmail the young person.

Young people also use social media for abuse, cyberbullying and intimidation.

Cyber Safety

BE AWARE:

* Sending videos or pictures of yourself to people you don’t know is
dangerous

* Sometimes abusers will pretend to be your age.

* Those wanting to take advantage of you will flirt with you; flatter you;
make you feel really special

* |t can happen to you, to your friend. To boys and to girls.

* Although it may be very common, it can be illegal.

When things go wrong online, many young people are afraid, embarrassed or

ashamed to tell someone.
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cwitter) S

Minimum age: 13

What can you set? Protect your tweets so that only approved followers filter.
What is Twitter?

Twitter, and 'tweeting', is about broadcasting daily short burst messages to the world, with the
hope that your messages are useful and interesting to someone. In other words,

microblogging.

Twitter is a blend of instant messaging, blogging, and texting, but with brief content and a very
broad audience. People send Twitter 'tweets' for all sorts of reasons: vanity, attention, self-
promotion of their web pages, boredom. The great majority of tweeters do this microblogging as a
recreational thing, a chance to shout out to the world and revel in how many people choose to
read your stuff.

can see them, hide certain users tweets from your timeline, block people from contacting you and
make use of the quality
BE AWARE: Whatever you ‘Tweet -it’s PUBLIC!

Oy

Minimum age: 13
What is Instagram?
Instagram is an online mobile photo-sharing site that enables its users to take pictures and share

them either publicly or privately on the app, as well as through a variety of other social networking
platforms. When you post a photo or video on Instagram, it will be displayed on your profile. Other
users who follow you will see your posts in their own feed. Likewise, you'll see posts from other
users who you choose. Just like other social networks, you can interact with other users on
Instagram by following them, being followed by them, commenting, liking, tagging and private
messaging or follow.

You can sign up via your existing Facebook account or by email. When you start following people
and looking for people to follow you back, they'll want to know who you are and what you're all
about.

BE AWARE: It’s public!
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4 snhapchat

Minimum age: 13

What is Snapchat?

Snapchat is a mobile app that allows you to send videos and pictures, both of which will self-
destruct after a few seconds of a person viewing them.

Snapchat is also a messaging app. You can capture a photo or brief video with it, then add a
caption or doodle or filter/lens over top, and send the finished creation (called a snap) to a friend.
Alternatively, you can add your snap to your "story", a 24-hour collection of all your snaps that’s
broadcasted to the world or just your friends, or followers.

Your friends can view snaps for up to 10 seconds, and then the snaps disappear. You can also save
your own snaps before sending them to friends or you story. You can reply to spans. You can use

Snapchat to chat and video chat. On a screen you can have conversation with your friend.

BE AWARE: A screenshot can be taken of your sent snap picture or chat and shared to public! Your
videos also can be uploaded to a compute!

You () <

Minimum age: 13

What can you set: watch, create, share videos, create channels, write comment, personalize and
block.

What is YouTube?

YouTube is a free video sharing website that makes it easy to watch online videos. You can even
create and upload your own videos to share with others.

Once uploaded, other YouTube users can leave rate or leave comments about the video, as well as
post a YouTube video response. Videos transferred to YouTube are converted to Adobe Flash files

so all users can view the videos without having to worry about getting extra software or plug-ins.

BE AWARE: YouTube can be risky due to advertising, inappropriate content, bullying or rude

comments.
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http://www.computerhope.com/comp/adobe.htm
http://www.computerhope.com/comp/adobe.htm
http://www.computerhope.com/jargon/p/plugin.htm
http://www.computerhope.com/jargon/p/plugin.htm
http://www.computerhope.com/jargon/p/plugin.htm
http://www.computerhope.com/jargon/p/plugin.htm

' TikTok 7

Minimum age: 12+
What is TikTok?

TikTok is a video-sharing social media app which lets users create, share, and view user created
videos much in a similar manner to Facebook, Instagram and snapchat. Its main draw is that users
can record and upload bite-sized looping videos of themselves lip-syncing and dancing to popular
music or soundbites, often for comedic effect, which can then be further enhanced with filters,
emojis and stickers. TikTok has been designed with the young user in mind and has a very
addictive appeal. Atthe beginning of 2019 it skyrocketed in popularity to become the most
downloaded app.

BE AWARE: that by default, any user can comment on your child’s video if their account is set to
public.

n facebook.

Minimum age: 13

What can you set? Decide who sees your posts and Timelines, unfriend people and block.

What is Facebook?

Facebook is a social networking website and service where users can post comments, share
photographs and links to news or other content on the Web, play games, chat live, and even
stream live video. Shared content can be made publicly accessible, or it can be shared only among
a select group of friends or family, or with a single person. Facebook allows you to maintain a
friends list and choose privacy settings to tailor who can see content on your profile. Facebook
allows you to upload photos and maintain photo albums that can be shared with your friends.
Facebook supports interactive online chat and the ability to comment on your friend's profile

pages, called "walls," in order to keep in touch.

BE AWARE: Facebook is public and even if you post something and delete it, doesn't mean that

someone didn't take a screenshot of it before you had the chance to
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https://www.lifewire.com/what-is-social-networking-3486513
https://www.lifewire.com/what-is-social-networking-3486513
https://www.lifewire.com/how-to-organize-facebook-friends-3486511
https://www.lifewire.com/how-to-organize-facebook-friends-3486511
https://www.lifewire.com/how-to-organize-facebook-friends-3486511
https://www.lifewire.com/facebook-photos-guide-2654351
https://www.lifewire.com/facebook-photos-guide-2654351

safebook

y_o_L,_ G ‘_F_UJ_:_L& .\’; Think before

you post

Only connect

with friends v;ib‘l—').¥
' : Be kind

to others

PASSWORD

Don’t share

your password //‘ Keep your

PRIVACY settings private

Don't be hurtful /

towards others

S ;
@ ™ &
| PARENTS & TEACHERS Qi FRIENDS W  THEBULLY

W DONT: Stay silent N DN Swspond

‘ DO; Save what they say
Unfriend the person

Join Facebook

Understand how it works

Teach safety and responsibility
Privacy -~ check their settings

& DO: Help your friend
Report the bully
Tell your parents
Tell your teacher

Block them

Tell a Friend

Tell your Parents
Report the person

UNFRIEND . BLOCK . REPORT

Keeping Safe Online

~Nicknames-

1 It is a good idea to use a
| nickname or a screenname ‘
| instead of your real name,

Be Scam——

asswords—
Eal i o a o
Never open slmnge emails

beware of free downloads and
don't use peer-lo-peer file
sharing it can leave you open
o vwuses

Report bad— D l I

content - Personal Inf
imiediately. 11 you come oo Suih 25 aiResses,
Eﬁ%‘?g"cgnmm; gnts phonen'unbers passwords and
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Protecting your
Privacy on
social media

facebook e Tube
O

How to set privacy settings
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twitter) S

Privacy

Tweet privacy | | Protect my Tweets

If selectod, only those you &

This will gedate on information from past Twoets. This may take up to

30 min
Discoverability @ Let others find me by my email address

Personalization @ Tailor Twitter based on my recent website visits

Preview suggestions tallored for you (not currently avallabie to all users). Leam
more about how this works and your additional privacy controls

Promoted content @ Tailor ads based on inf

This lets Twitter display

shared by ad partners.

Wt things you 've aiready shown Interest in

works and your additional privacy controis

Tweat Location J7) Add a location to your Tweets
Ever had something you wantsd to share (Mrawores!”, “paty!”, “ice cream rack

Of "guicksand. ") Mt would be DeRer with a location? By luming on this faature
Make sure this box is rou can include locabon

When you tweet with 2 loc

formaton ke neighborhood, town 213t paunt when

Bon, Twitler

o0 that location You can swilch location

orvolt before sach Twee! and alwars ha

p 1he 0phon 10 dalels your location history

Leam more

You may delste all ) HON INTSIMAENoN rom your past Twests

This may take up 1o

) manutes

Make sure this Tueot Media Display media that may contain sensitive content
box is unticked

[”7 Mark my media as containing sensitve content

f you tweel images or ideos hat may contain sensitive content, piease check s

Box 50 Ihat peopie Can De wamea before Mey see 1 Leam more

Tweet Privac Protect my Tweets

Only l¢! people whom | appeove follow my Tweels
Make sure this ok
b h ed, your ure Tweets will not e avalladle publicly Tweets posted

WOLOy iEIbie N Some places

HTTPS | Always use HTTPS
m m u“. Use 3 securs connechon where possidDie 1o encrypt your account informaion
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& OPTIONS

B Find Facebook Friends

Leorse Smith B Find Contacts

Cyter Satety Cat Lady. Jazz Owva

www thecybersaletylady com au Invite Friends
thecybersafotylady com.au
Edit Profile
Change Password

Instagram Stories

Privacy Options i A priorccons @D
eeci Varizon ¥ 719 PM ey Y - 1 ; ‘

) nstagnam o

Pqs
©

o8 Varizon ¥ 211 PM Cren .
4 Story Settings .
h__ 4
Hide Story From 2 People ) E Tag People
ALLOW MESSAGE REPLIES

Your Followers d Add to Photo Map

Foliowers You Foliow Back

off EJ] Facebook W Twitter

Har f 3 ee ] YULIT SE0ry
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4% snapchat

Team Snapcha

Ieemprapchat | 173 60

© Added Me

Q" Add Friends

£ ] My Contacts

teamsnapchat
Team Snapchat

Edit Display Name
Delete
Block

Cancel

@: Added Me

9" Add Friends

€] My Contacts

Snapchat

Snapchat:offers users the
ability to send and receive
messages, photos, or videos
that disappear after few
seconds.Problem:lt is the #1
app used for sexting. Many of
the files uploaded to Snapchat
end up on revenge porn site,
called ‘snap porn’.
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teamsnapchat
Team Snapchat

Edit Display Name
Delete
Block

Cancel

seuoc Vodalone IN =

13:58

< S

D

ttings
Password
Notification Sounds

ADDITIONAL SERVICES

0 100% . e

Trendin

Manage

View My Story

MORE INFORMATION

Support

Privacy Policy

Terms of Use

Licenses

Clear Conversations

Vodatone IN =, 13:59 0 100% -

< Manage

Filters

Feeds

Front-Facing Flash

Replay

Power Save Mode
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" YouTube

€& 8 youtube.com scce

(1 Tube} YOU

ACCOUNT SETTINGS Privacy C "1; WS e \7 apy T () E =

Overview

Connegiag sccounts

Likes and subscriptions Er”vQCH 581—1"”55

Wusicwidne

F Keep &l my et videos and saved playists private
Piryveck
E Keep all my subscriptions private
Connectad TV
Basic Info Advanced Seattings
Comments and responses / Embedding
—. ! / ing &4
7| Allow comments:| An = v Enable Embedding
V| Users can vote on comments ' Video location
v | Users can rate this video
Search
v Allow video responses.  Approved v
Syndication Recording date
® ' Yes, make this video available on mobile phones and TV. Note, Today
the video may not be availadle on all devices due to copyright or
licensing issues
. - - 3D Video
No, this videc should not be available on mobile phones and TV
Ho preference v
UPLOADING 13% 6 minules remaining, N m
. n Y our vda uplaading Pl this page opan unsl (s dona
Yasc info
$ FUNNY VIDEQS Funny Cats Funny Cat Videas Funny Anlmals Fall ( Pubie -
Upload stantes
Also share o» E D
Suggestad tags = Cat [Animal) « Funny + Canmty « Clgn
.
« Umin
VIDED THUMENAILS ©
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Jriktok

How to make TikTok account to private

Please note that even with a private account your child’s profile photo, username,
and bio will be visible to all TikTok users. It is best to ensure no sensitive or

personal information is included here.
Step 1- Go to your profile page
Step 2- Tap three dots on the top right corner and select “Privacy and Settings”

Step 3 - Select “Privacy and Safety"” option and toggle “Private Account” on/off

neeo» i “ean ‘ L 3N ) L .n

b uswr90140% - « Privacy and Settings « Privacy and Safety

D

So—: Log
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K Jfacebook

o° Genera! Security Settings Change to MOST secure Settings
| Security
Login Natifications Get notified whan it looks Mka someone aise 's trying o access your account Edt
B Privacy
I Timeline and Tagging Login Approvais Use your phons as an extra Syer of securlty to keep uthet people from logging into Edit
© Bucking yOur Account
Code Genorator Use your Facebook 2pp 1D get secuntly codes when you naed tham Edn
&3 Notfications
§ Mobie App Passwords Use specat passwords 1o log 70 your apps matead of usng your Facebook Edit
B Foliowers password or LOgin Apgprovals codes
e Trusted Contacts Pick Inends you can call 10 hein you gef back o your account # you get lockad Eain
o out
1 Ags
=5 Payments Trusted Browsers Review which browsers you saved 25 ones you often use Edit
#34 Support Dashboard
Where You're Logged In Review and manage where you're currantly logged Into Facebook Edit
Doactivate your accourt
facebook o) fox peogie. pces and thy
o Genend Privacy Settings and Tools
Securty
Who can see my stult? Who can see your future posts? Close
15 Privacy 4 3 S
T Teneine and Yaggng "
© Bocng
o) Neeficstions
8 Mobee Note the word "future" - this
Subrcrty inends
e changes your default, but 2 X
whatever you put here you can it
i Ass over-ride on a post by post 8 Oniy e
&% Payments basis later o Custom e inbiosives
& ofs
¢ Support Dashiboard Who can look me up? ook you Up G the emal addres: ( Hasasds EuR
bt & Grossmont Hgh
See ol bsts.
¥ Y ( P — B

For 1 Hour Archive
\ Until 8:00 AM \Mark as Spam
Until | turn it back on Mark as Unread Block
Cancel | Cancel I Cancel
Swipe left, select "Mute” Option and Swipe left, select “Mare" Option and To Block, click on message click the (i)
select ‘Until | turn it back on" select "Mark as Spam” icon, Click “More™ and “Block"
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Additional Information for Parents and Carers

NSPCC website https://www.nspcc.org.uk/keeping-children-safe/online-safety/
offers parents support with specific issues

NSPCC [ ————

Sexting and sending nudes

Adcae B et aest sl dand o Sd iy oy
- — s ——

Onkine games

Ly st W s o o e et v
- v B

Internet connected devices

Adace 3 P K e b ot et
Emecm s W pas F82

Tollang to your child about
online safety

Tiet 50 e S B S STeemenEie Wi g ST

Livestreaming and onkline
video apps

M 8L s bt vy et el
e .

Parental controls

e ey g G T Y My
e ate e

Inappropriate or explicit
content

At - ST e o § Py —
amatwg whne Part conet e

Online porn

[ L L
—-—Ig pu SO

Net Aware

W p— o1 OF v g S e —
S50 T 6 g

Also linked to the NSPCC site is this family agreement resource and ideas about how
to create a family agreement with older children

Our family online agreement

Creating a family agreement s a great way to start conversations about online safety.
Make sure you regularly review what you have agreed together to keep this up-to-date.
For more information visit Net Aware.

agree(s) to:

{e.g. check before | download a new app)

agree(s) to: We both agree to:

(e.g- check with my child before | (e.g. regularly talk about what we
share photos of them online) enjoy doing online and why, just as
we would with offline activities)

4R
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https://www.nspcc.org.uk/keeping-children-safe/online-safety/

Alternatively, Childnet International suggest the following

There are real advantages in maintaining an open dialogue with your child about their internet use.

Not sure where to begin? These conversation starter suggestions can help.

1 Ask vour
children to tell you
about the sites

thay like to visit and

what they enjoy
doing online

2 Ask them about
how they stay safe
online. What tips
do they have for

you, and where did
they learn them?
What is OK and

3 Ask them if they

know where 10 go
for help, where to
find the safety
advice, privacy
settings and how

10 report or block

4 Encourage them
to help someonel
Ferhaps 1

show you how to do
something be
onling or they meght
have a friend who
would benafit from

5 Think about
how you each use
the internet. What
more could you do
to use the intemet
together? Are there
activities that you

on the services could enjoy as a

1‘-3m|fv',‘

not OK to shar their help and

they use support

What can | do right now?
Maman an cpen daogus wih your child and encourags them 1o 1ali 10 you ebout ther ntemet use: for exampie
who they're 1aiking 10, senvices thay'ra using, and any 188083 they may be sxpenancing.
Crocte a farmaly agreament 10 estabish your chilren's boundaries, and your expectations, when on e riemet. A
template agreamant can be found at www ohidnal cormyhawe-a-Comeraation

Give your chid stratagias to deal with any anine content that they are not comfortabla with — such as tuming off
the screen, teling an acut they trust and usng crine eporting facitas,

Considar using fitenng software 10 block unwantad contant, In addeon 10 fitanng, rememiber that dscussion wah
your chid, and irvolvernant in their imtermat use, are both effective ways to educate them about the intamat
Encourags your chid to “Think bafors you post.” Oniing actions can Impact not only youresd but 1he tves of others
Contant posted prvately cnlne can be putiicly shared by others, and may ramain onine forever

Understand tha law, Some onine behaviour may break the iaw, lor éxampie whan dowricading or sharing content
with others. Be able 10 recommend legal senicss.

¥ your child s baing bulled onling, save al avalabie evidenca and know whera 10 rapdr e ncidant, for exampls
10 thi schocl, serice providaer, or th police if the brw has been broken.

Farnlianse yoursell with e age ratings 1o games and apes which can help 1o incicate the level and sultabiity of
the contert, Also see f oniina reviews are avalable fom other parents as thess may be heipful,
Sat up a family emal addrass that your chidren can use when Sking up 10 New games and websies onine.

Encourage your chid to uss ncinamss (whare possibie) natead of thar 48 name onfine, to protect thesr parsonal

a
a
a
a
O
O
[ Famiiarise yourssit with e privacy setlings and repaoring features avasiabie cn popuier sites, senvices and i£ps.
O
O
O
D information, and create strong passwords for every account

Sgn

up 10 our Chilanet né 16r 8t waw. Chiling? gom.

6 Tips for Teens:

Protect your online reputation: use the tools provided by

online services to manage your digital footprints and
‘think before you post.’ Content posted online can last
forever and could be shared publicly by anyone.

Know where to find help: understand how to report to
service providers and use blocking and deleting tools. If
something happens that upsets you online, it's never too late

to tell someone.

~ Don't give in to pressure: if you lose your inhibitions
you've lost control; once you've pressed send you
can't take it back.

Further advice and resources:

www.childnet.com

Respect the law: use reliable services and know how to

legally access the music, film and TV you want. www.saferinternet.org.uk

Acknowledge your sources: use frustworthy content
and remember to give credit when using other people's
work/ ideas.

5

~ Beacritical thinker: not everything or everyone is

o

trustworthy; think carefully about what you see and ex-
perience on sites, social media and apps.

.
N
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http://www.childnet.com/
http://www.saferinternet.org.uk/

Family time is a subscription service that can support parents to monitor and

control their child’s access to social media https://familytime.io/get-started.html

@Pamllyhme PRODOCT FEATURES FPREMILM  SUPRORT

World's Most Powerful
Parental Control App

Reclaim your family moments by
managing content and usage across all
devices.

Monitor and Manage kid's Cell Phone Activities like
Location, Internet, Phone Logs, App Blocking,
Geofencing & much more!

@CHBSNEWS  YaHoO! IHUFFPOSTI Doy Mail I_’!_: The Washington Post  tom's guide

Meet FamilyTime — The Best Parental Control App

renting that is easy, funand 100% effective with FamilyTime — the test parental contral app! FamilyTime is your
nd fet you manage e and block 3pps on ther

y Sver getinto trouble with instant panic aferts. The future of

The Best Limit Screen Time App=

Manzge the Time your Kids Spend on iPhone, iPad and Andrcid Devices

i //’—\.\
lemd ==y \
| @ | | [ZF] )
TR o TERNE
Time Limits BedTime Homework Time
Remember you can get support from

CEOP: https://www.thinkuknow.co.uk/
Childline: https://www.childline.org.uk/

Northampton Local Authority: http://www.northamptonshirescb.org.uk/parents-

carers/esafety/

Or contact your child’s head of year at school.
Telephone number: 01604 679540

Email: admin@nsg.northants.sch.uk

4R
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